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A World-Class Pediatric 
Medical Center
Centralizing security and compliance management 
with IBM QRadar SIEM

Overview
The need
As the number of patients served is 
expected to increase, this world-class 
pediatric medical center needed a  
solution that would help centralize its 
security and compliance programs,  
and that could scale security operations 
for comprehensive visibility into the  
network architecture.

The solution
An advanced security information  
and event management solution that  
centralizes and correlates logs and 
events to provide staff with integrated 
security intelligence.

The benefit
Provided deep insight into network  
environment; detected malware that  
previously hadn’t been identified;  
saved administrators time.

With incredible growth across hospital information systems, this  
medical center’s security administration team realized it had a challenge 
with managing data for compliance, as well as maintaining a secure  
environment. With limited staff and resources, the team needed to  
find a way of better managing the dramatically growing logs of data.

The organization recognized that centralizing its log collection without  
a unifying solution was becoming burdensome in the quest to identify 
potential offenses on its network. With so many log sources producing 
disparate silos of information, the security team struggled with correlating 
meaningful alert information and effectively identifying potential offenses 
in real time.

“Prior to implementing QRadar® [now an IBM® security solution],  
we were filtering logs from multiple sources through SysLog, which 
wasn’t ideal,” says a security administrator for this world-class medical 
center. “We understood the capabilities a next-generation SIEM [security 
information and event management] product would provide, but we 
needed to educate ourselves and the management team on the solutions 
that would make sense for us.”



2

Security
HealthcareIBM Software

“The biggest benefit  
to deploying QRadar  
was that after the  
initial implementation, 
we were up and  
running immediately.”

—Security Administrator, A World-Class 
Pediatric Medical Center

Extracting intelligence and helping the Security 
Administration team scale
With the data environment growing daily, it was clear that scale would 
play an enormous factor in the decision to deploy QRadar, now an  
IBM security solution, especially where the number of logs was escalating 
to millions every day. What the team at the medical center found was  
that QRadar offered robust integration with so many of today’s network 
and security components so that it could correlate data from all the  
log-producing sources already deployed.

“Part of the decision to deploy the solution was that our team believed  
we would extract more intelligence from more components with QRadar, 
as compared with other market solutions,” says the security administrator. 
“Our goal was to centralize the location for where we could correlate logs 
and events so we could run reports out of one solution to provide us with 
the integrated intelligence we have been looking for.”

Flow data delivers real-time intelligence
By leveraging flow data from QRadar, now an IBM security solution,  
this medical center can gain deep insight into its network environment 
that it was unable to with any solution it previously used, or was 
considering.

“As we deployed QRadar, I wasn’t even aware of the behavioral analysis 
capabilities in the product,” says the security administrator. “QRadar’s 
behavioral anomaly detection functionality enables us to correlate  
misconfigured systems and detect malware that we weren’t previously 
identifying. For example, this provided us with the ability to detect 
whether a specific machine is infected by something like a botnet.”
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●● IBM® QRadar® SIEM

“Part of the decision to 
deploy the solution was 
that our team believed 
we would extract more 
intelligence from more 
components with QRadar, 
as compared with other 
market solutions.”

—Security Administrator, A World-Class 
Pediatric Medical Center

As the team continues to scale up security operations with IBM QRadar, 
it is able to effectively streamline overall security process so staff can  
use the solution to pull the actionable information necessary from logs 
and events. Centralizing its program through IBM QRadar helps save  
the time it took pulling logs from multiple sources, as well as event  
information that a small team could not afford to spend the manual  
time analyzing.

“With a SIEM deployment, being able to collect logs upon deployment 
was unheard of with any other solution,” says the security administrator. 
“I didn’t have to spend a lot of time or money on professional services to 
start getting results, and I didn’t have to coordinate extensive training for 
my staff because QRadar is intuitive and is easy to use.”

For more information
To learn more about IBM security solutions, please contact your  
IBM  representative or IBM Business Partner, or visit the following  
website: ibm.com/security

To increase the business value of your IBM security solutions,  
participate in an online community. Join the IBM security  
community at: http://instituteforadvancedsecurity.com

Additionally, IBM Global Financing can help you acquire the software 
capabilities that your business needs in the most cost-effective and  
strategic way possible. We’ll partner with credit-qualified clients to  
customize a financing solution to suit your business and development 
goals, enable effective cash management, and improve your total cost of 
ownership. Fund your critical IT investment and propel your business 
forward with IBM Global Financing. For more information, visit:  
ibm.com/financing

http://www.ibm.com/security
http://instituteforadvancedsecurity.com
http://www.ibm.com/financing
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